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DETAILED ACTION 

1 . This communication is in response to applicant's amendment filed November 8, 
2005. Claims 1-19 are pending in this case. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-19 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Erickson (US 5,765,152) in view of Stefik et al (US 5,629,980). 

5. Regarding claim 1 - 

Erickson discloses a method for controlling electronic records produced by an 
application software program, wherein designated users performing use the program 
and apparatus assigned user roles, said method comprising: 
(a) restricting access to the application software program to the designated users 
through a user authentication; (e.g. col 4 In 55 - col 5 In 5) 

(c) storing the electronic records in a protected data file format; (e.g. col 5 In 1-10) 

(d) maintaining a history of access entries and activities performed in the application 
software program; (e.g. col 5 In 10-20); and 
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6. Erickson does not teach, but Stefik does (b) assigning a set of user rights to each 
user role, wherein said designated users are divided into a first group of users who are 
given a right to sign the electronic records and a second group who are denied the right 
to sign the electronic records (e.g. table 1).; and authenticating the electronic records 
by means of at least one electronic signature by one of the users of the first group, 
wherein access to step (e) of the method is denied to users of the second group, (e.g. 
col 7 In 57-65). Specifically, Stefik teaches assigning different rights to different groups. 
Examples of these are the right to view a work, the right to make copies of the work, the 
right to modify a work. In order to exercise those rights, the user must authenticate 
him/herself electronically in order to show that s/he is in fact a member of the group. 

7. Although Erickson does not specifically refer to records produced for an 
analytical software program, it would be obvious to one of ordinary skill in the art to 
adapt the teachings of Erickson, for any type of material to which one wishes to limit 
access for any reason. Further, it would be obvious to combine the teachings of 
Erickson and Stefik since both are in the realm of digital rights protection, and to adapt 
them to records containing different subject matter. 

8. Regarding claims 2-3 - 

Stefik discloses the method of claim 1 , wherein access to step (e) is subject to an 
additional user authentication. 

9. As above, Erickson and Stefik do not disclose the method of claim 1 , wherein the 
method conforms to a set of requirements issued by the U.S. Federal Food and Drug 
Administration (FDA) and known as "Title 21, CFR Part 11 - Electronic Records; 
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Electronic Signatures", nevertheless it would be obvious to one of ordinary skill in the art 
to adapt the teachings of Erickson and Stefik, for any type of material to which one 
wishes to limit access for any reason. 
1 0. Regarding claims 4-1 0 - 

Stefik discloses the method of claim 1, wherein the at least one electronic signature 
comprises a plurality of electronic signatures, wherein a signature meaning is attached 
to each of said plurality of electronic signatures, said signature meaning being selected 
from a list of signature meanings, wherein the signature meaning indicates a signature 
status that an electronic record will have as a result of an electronic signature, and 
wherein each signature meaning in said list is correlated with a signature level in a 
hierarchy ascending from a lowest to a highest signature level, so that each of said 
plurality of electronic signatures is hierarchically ranked by way of its attached meaning; 
wherein the hierarchically ranked meanings include at least one of the meanings 
Tested", "Reviewed", "Approved", and "Released"; wherein each user of the first group 
is assigned a maximum signature level that is selected from the signature levels in said 
list, and wherein said user is not allowed to attach to his/her signature a signature 
meaning that exceeds said user's assigned maximum signature level; wherein said 
maximum signature level is assigned to a user in accordance with the user role 
performed by said user; wherein when the electronic record has already been signed at 
least once, said user is not allowed to attach to his/her signature a signature meaning 
that ranks lower than the signature status which the electronic record has as a result of 
said at least one previous signature; wherein when the electronic record has already 
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been signed at least once, said user is not allowed to attach to his/her signature a 
signature meaning that does not rank at least one level higher than the signature status 
which the electronic record has as a result of said at least one previous signature; 
wherein said user is only allowed to attach to his/her signature a signature meaning 
exactly one level higher than the signature status which the electronic record has as a 
result of said at least one previous signature, so that said plurality of signatures follow 
each other in consecutive ascending order of signature level (e.g. col 7 In 20-60). 

11. As above, although Stefik does not use the same terminology as the instant 
case, it would be obvious to one of ordinary skill in the art to change terminology or 
reorder step as needed in order to adapt Erickson to any sort of data requiring several 
levels of access. Specifically, Stefik teaches assigning different rights to different 
groups. Examples of these are the right to view a work, the right to make copies of the 
work, the right to modify a work. In order to exercise those rights, the user must 
authenticate him/herself electronically in order to show that s/he Is in fact a member of 
the group. 

12. Regarding claims 11-12 - 

Stefik discloses the method of claim 4, wherein a record is fully authenticated after a 
prescribed number of signatures comprising at least two different signature levels have 
been attached to said record; wherein the at least two different signature levels 
comprise a prescribed hierarchically ascending series of signature levels (e.g. col 7 In 
20-60). Specifically, Stefik teaches assigning different rights to different groups. 
Examples of these are the right to view a work, the right to make copies of the work, the 
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right to modify a work. In order to exercise those rights, the user must authenticate 
him/herself electronically in order to show that s/he Is in fact a member of the group. 

13. Regarding claims 13- 

Erickson discloses the method of claim 1, wherein step (e) comprises attaching a 
remark to the electronic signature (e.g. col 6 In 20-35). 

14. Regarding claims 14 - 15 - 

Stefik discloses the method of claim 4, wherein the signature levels attached to the 
signature meanings in said list from the lowest to the highest level are consecutive 
ascending numbers starting at the number one; wherein the signature levels attached to 
the signature meanings in said list from the lowest to the highest level are 
nonconsecutive ascending numbers, leaving unused numbers available for additional 
intermediate signature levels (e.g. col 6 In 20-35). Specifically, Stefik teaches assigning 
different rights to different groups. Examples of these are the right to view a work, the 
right to make copies of the work, the right to modify a work. In order to exercise those 
rights, the user must authenticate him/herself electronically in order to show that s/he is 
in fact a member of the group. 

1 5. Regarding claims 16-17- 

Erickson discloses the method of claim 6, wherein parts (a) and (b) of the method are 
performed by a system administrator; wherein said parts (a) and (b) include at east one 
of: assigning user names and passwords to the designated users, retiring said user 
names and passwords, assigning the maximum signature level to each user account. 
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and defining the signature meanings and ranl<ing them according to signature levels 
(e.g. col 6 In 20-35). 

16. Claims 18-19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Stefik et al (US 5,629,980). 

17. Regarding claim 18 - 

Stefik discloses an application software program that implements a method for 
controlling electronic records, wherein the method comprises a signing procedure for 
authenticating the electronic records with a plurality of electronic signatures, with the 
following steps: 

a) designating a first group of users who are given a right to sign the electronic 
records and a second group of users who are denied the right to sign the 
electronic records; (e.g. col 4 In 55 - col 5 In 5) 

(b) restricting access to the signing procedure to the users of the first group 
through a verification routine in said application software program; (e.g. col 4 In 
55-60) 

(c) establishing a list of signature meanings to be attached to the electronic 
signatures, wherein each signature meaning in said list is ranked according to a 
signature level defined as an ordinal number; (e.g. col 5 In 1-10) 

(d) assigning to each user of the first group a maximum signature level; (e.g. col 5 In 
10-20) and 

(e) controlling said signing procedure so that the user can sign a record only with a 
signature meaning that ranks not lower than any previous signature attached to 
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the record and not higher than the user's maximum signature level, (e.g. col 4 In 
55 - In 5 In 55). 

1 7. Although Stefik does not specifically refer to records produced for an analytical 
software program, it would be obvious to one of ordinary skill in the art to adapt the 
teachings of Erickson, for any type of copy righted material or any type of material to 
which one wishes to limit access for any reason. 

18. Regarding claim 19 - 

Stefik discloses the application software program of claim 18, wherein step (e) 
comprises controlling said signing procedure so that the user can sign a record only 
with a signature meaning that ranks higher than any previous signature attached to the 
record, but not higher than the user's maximum signature level (e.g. col 5 In 20-45). 

19. Examiner's note: Examiner has cited particular columns and line numbers In 
the references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may be applied as well. It is respectfully requested from the applicant, in preparing the 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention as well as the context of the passage as taught by the prior art 
or disclosed by the examiner. 

Conclusion 

20. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cristina Owen Sherr whose telephone number is 571- 
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272-671 1. The examiner can normally be reached on 8:30-5:00 Monday through 
Friday. 

21 . If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on 571-272-6712. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

22. Infomiation regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status infomriation for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomiation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



COS 
02/16/06 




